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INTRODUCTION

As long as there is a system that offers perks and rewards, there will 

be those who try to exploit it. Fraud is not a new challenge, in fact, it 

is older than computers, the internet and any loyalty program that 

exists today. Loyalty programs, especially, have become easy targets 

for those looking for easy gains. 

Loyalty programs and their IT systems are under constant threat from 

fraudsters attempting to take over the accounts of members who use 

weak passwords or re-use their password credentials across multiple 

platforms. Other fraudsters will seek program exploits that allow them 

to “game” the system - some even going as far as making this their 

primary source of income.

Organizations that run big-scale loyalty schemes are facing mounting 

pressure from multiple sources. Creating a truly enjoyable loyalty 

program experience is becoming more difficult, especially one that 

appeals to a younger generation of customers. To keep customers 

engaged and to maintain KPI levels, program managers must 

constantly come up with new ideas and initiatives. Some open their 

programs to new partners, allow for instant reward redemption or 

decide to mix the loyalty and payment experiences by allowing full or 

partial payments with points.

The growing complexity and accessibility of large-scale programs 

means that fraudsters and gamers can profit more than ever before. 

At the same time, loyalty managers still have trouble getting enough 

attention and involvement from senior management and decision-

makers to adequately address these fraud issues.
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One of the biggest problems in Loyalty Fraud is 
the lack of a formal definition. In contrast, credit 
card and payment fraud cases are well defined, 
have legal regulations and use well-established 
detection and prevention methods, all of which 
are widely understood.

Organizations struggle to provide a universal 
explanation of what Loyalty Fraud means, as it 

can vary depending on how a loyalty program is 
structured and how customers are rewarded. 
Instead of trying to come up with a generic 
definition that would cover all possible fraudulent 
activities, it is first necessary to distinguish the most 
common types of Loyalty Fraud by establishing 
what parties are involved and the motivation 
behind their fraudulent action.

Fraud committed by internal actors, such as site staff, program administrators, Contact Center agents, 
partners and integrators; exploiting their “insider” privileges against the program’s IT Systems or Terms & 
Conditions. 

Fraud in the form of account takeovers, identity theft, social engineering and botnet attacks. 

Also called “Friendly Fraud,” this is fraud committed by a member or a user who is exploiting a loophole 
for personal advantage, including accrual loops, unauthorized redemptions, integration flaws or process 
misconfiguration. 

UNCLEAR DEFINITION OF 
“LOYALTY FRAUD”

As loyalty programs become more commonplace, 
organizations face a number of different challenges. Keep 
reading to learn about all of the most pressing Loyalty 
Fraud challenges companies are confronted with today.

Internal Fraud

External Fraud 

“Gaming” Fraud 

THREE COMMON TYPES OF LOYALTY FRAUD ARE:
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A very common issue within Loyalty Programs all industries face is assigning a hard-monetary value to the 
losses from fraud. Without a bottom-line universal loss metric, it is difficult to justify loyalty fraud expense 
and persuade senior management to invest in loyalty security. How can businesses create a dedicated fraud 
prevention team if we cannot analyze the cost-benefit?

There is no single solution to this challenge, however, answering the following questions may help:

of members would stay 
with the program but 
expect points or miles to 
be replaced*

of loyalty program 
managers have 
experienced issues 
related to fraud*

of members say they would stop 
all business with a company 
after a loyalty program data 
breach*

of respondents say they 
prefer reward programs 
that have fraud prevention 
mechanisms in place*

of members say:loyalty 
points = cash*

say they would cancel 
their rewards program 
membership after an 
incident of loyaty 
fraud*

Along with analyzing the answers to these questions, it is important to consider the following statistics: 

* Source: Connexions Loyalty Report, N=1600 shoppers

QUANTIFICATION OF THE LOSSES 
RESULTING FROM LOYALTY 
FRAUD

 n What is the price per point in the program?

 n Is there a formal points/rewards billing mechanism in place?

 n What is the estimated member acquisition cost?

 n Are the program’s costs centralized or distributed across sites or partners?

 n What is the average Customer Lifetime Value for loyalty members?

33%

72%

17%

93%

81%

26%
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Another on-going struggle for loyalty teams is 
finding a balance between their program’s security 
and the overall customer experience. Obviously, 
it is possible to implement measures such as: 
enforcing mandatory two-factor authentication for 
every login, generating a one-time password every 
time a member wants to make a redemption, 
and having a rigid password policy in place. In 
fact, many security teams would love to have all 
these measures in place, as it would effectively 
minimize fraudulent activity. Implementing all 
these measures, however, would be too much for 
some loyalty members to bear. So, a compromise 
must be made between Customer Experience and 
Security. Unfortunately, finding that sweet spot 

between the two can be a challenge. The good 
news is that there are tools and methods readily 
available that can make a real difference.

One of the methods that should be considered is 
A/B testing, which involves selecting a small control 
group of members or users and checking how they 
react to a new security method before rolling it out 
to all users. Internet giants like Facebook, Twitter 
and Google constantly run thousands of A/B tests 
on their applications. Only after they are sure that 
a proposed change does not impact the user 
experience and retention in a negative way, do 
they decide to push it live to all users.

Even though rule abuse or “gaming” the loyalty 
system may not be considered serious fraud to 
some, stealing or purchasing leaked account 
credentials from the Dark Web is generally known 
to be unethical and illegal.

Unfortunately, loyalty programs are often a 
target of these attacks. Generally speaking, 
loyalty programs have weaker security measures 

in place than, for example, banking systems. 
Moreover, people reuse passwords across multiple 
accounts and all it takes is to have one credential 
dataset leaked to suddenly have a wave of 
account takeovers across multiple companies. 

Account takeovers and identity theft can be very 
profitable, especially since they can oftentimes be 
fully automated and/or scripted.

CUSTOMER EXPERIENCE VERSUS 
SECURITY

ACCOUNT TAKEOVERS
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ACCOUNTS

MONEY TRANSFER SERVICES & CREDIT CARDS

IDENTITIES

Online retailer gift cards 15-50% OF VALUE

Online banking accounts 0.5%–10% OF VALUE

Cloud service account $5–10

Hacked email accounts (2,500) $1–15

Retail shopping account $0.50–99

Cash redirector service for bank accounts .1–15% OF VALUE

Cash redirector service for online payment 
system 1–5% OF VALUE

Pay $100 in Bitcoin and get a money transfer of 
$1000 $100

Cash redirector service 5–20% OF VALUE

Single credit card $0.50–20

Single credit card with full details (fullz) $1–45

Stolen or fake identity $0.10–1.50

Medical notes and prescriptions $15–20

Mobile phone online account $15–25

ID/passport scans or templates $1–35

Full ID packages $30–100

Fake ID, driver license, passport, etc $25–5,000

Office macro downloader generator $0.10–1.50
Common banking Trojans toolkit with support $15–20
Spyware $15–25
Money laundering service (into cash or crypto-
currencies) $1–35

Cash out service $30–100

Hacker for hire $25–5,000
Custom phishing page service $25–5,000
DDoS service, short duration <1 hour $25–5,000

MALWARE & SERVICES

* Source: Symantec ISTR24
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Some of the new trends to counter account 
takeovers are passwordless authentication and 
continuous authentication. 

Modern smartphones popularized the use of 
biometric authentication, through fingerprint-
based and facial recognition techniques, which is 
generally considered to be superior to traditional 
passwords. Additionally, if used right, end-point 
devices can be a source of massive amounts of 
data about the end-user. This can include basic 
data such as IP addresses, location or type of web 

browser, but also more advanced data such as 
keystroke patterns and website browsing activity.

Using this data along with Machine Learning 
technology makes it possible to detect suspicious 
activity in real-time, and, for example, could only 
require a two-factor authentication if the user’s 
behavior is very different than recorded history. 
This way, accounts that may have been taken over 
can quickly be blocked for verification, while other 
accounts of perfectly ordinary users are not subject 
to additional security checks.

Security teams assigned to create and maintain tools and procedures to protect loyalty programs tend to 
focus solely on external threats, while oftentimes, the biggest risk lies within the organization itself. At the 
end of the day, it is the employees who keep the loyalty program up and running. There is always a risk that 
these employees - the administrators, analysts, customer service agents and site staff – may be bad actors 
themselves, leading to a much higher risk than external bad actors. While many organizations realize the 
risks posed by outsiders, most overlook the insiders.

Internal Fraud is a growing concern, especially considering that customer service related to loyalty is 
commonly outsourced. Coupled with a relatively high staff turn-over, it should be clear that contact centers 
and customer support operations need to be under constant scrutiny with proper reporting procedures in 
place and escalation paths clearly defined.

Additionally, implementing basic workflow mechanisms where, for example, the contact center supervisor 
must approve certain risky operations (manual point corrections, big point transfers, etc.), can be a simple but 
effective way to reduce internal fraud risk.

INTERNAL FRAUD

WHITEPAPER
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Lower Losses

Lower Losses

Data Monitoring/
Analysis

Surprise Audits

Faster 
Detection 

Faster 
Detection 

52%

51%

58%

54%

Data Monitoring/Analysis and Surprise Audits were correlated 
with the largest reductions in fraud loss and duration

Over the Past 10 Years, Occupational Fraud Referrals to  
Prosecution Declined 16% 

Fraudsters who had been with their company longer  
stole twice as much

Top reason for Non-Referrals was fear of bad publicity

More than 5 Years’ Tenure $200,000 Median Loss

Less than 5 Years’ Tenure $100,000 Median Loss

* Source: ACFA 2018 GLOBAL STUDY ON OCCUPATIONAL FRAUD AND ABUSE
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One of the main areas affected by loyalty fraud is new member enrollment. New member acquisition is often 
one of the key KPIs for the loyalty marketing teams. Therefore, they create incentives to get new members 
on board, such as:

Fraudsters understand these mechanisms and target loyalty systems with various methods to create new 
fraudulent accounts in an effort to get their hands on the associated benefits. The natural way to defend 
loyalty programs from fraudulent enrollments would be to set-up an arsenal of tools and processes around 
the new registration process, for example:

Some of these techniques are essential for basic system security. However, each of these tools adds some 
level of complexity to the member enrollment process, which will in turn increase the bounce rates and have 
an overall negative effect on the new member experience. 

ENROLLMENT FRAUD

 n Instant rewards, such as a one-time coupon or a discount voucher for new members

 n Enrollment bonuses, which reward members during a set period of time once they sign up – for 
example, a program may double the amount of points awarded for a member’s activity during the first 
month of their participation 

 n Implementing CAPTCHAs, One-Time-Passwords or enforcing 2 Factor Authentication

 n Setting up a rigid password policy, such as creating a rule that members must change their passwords 
every 6 months

 n Collecting additional personal data during the enrollment process, for example, house address or an offi-
cial document number (such as their social security number or passport number) to validate the personal 
data against official databases

 n Blacklisting suspicious IP addresses or email domains

 n Member-get-member mechanics, in which the program rewards members for referring new 
ones on-board
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A large-scale retail loyalty program operator from the UK introduced a new member instant reward of a 10% 
discount voucher. Soon after implementing this incentive, their member acquisition numbers went up to 
approximately 1-7 thousand new accounts daily as compared to a couple of hundreds before. 

A couple of weeks later, the marketing team received an alert from the corporate information security team 
that the discount vouchers, together with loyalty account credentials, started to appear for purchase on the 
dark web.

They started an internal investigation by reviewing new registrations and found out that around 15% of these 
new enrollments were created using fake or artificially generated personal data and disposable email 
services (aka 5-minute emails).

After refreshing their program rules and introducing a more varied set of rewards, an oil & gas loyalty operator 
from LATAM started receiving an increasing number of complaints from their members that they were 
unable to log-in to their accounts. 

What they soon found out was that there was a data breach from one of their partner’s systems and a large 
number of log-in credentials were exposed. Unfortunately, some of their members were using the same 
password at the partner’s website and for their loyalty account.

Once the data was leaked from the loyalty operator partner’s database:

The loyalty operator introduced some additional email domains blacklists, but fraudsters simply kept using 
the new ones. In the end, they decided to invalidate a series of new discount vouchers which resulted in 
almost 45% of legitimate new members never interacting with the program again.

USE CASE 1

USE CASE 2

 n Automated crawlers would search for other sites where the same sets of credentials give access to other 
systems. 

 n The moment they succeeded, they would use the legitimate email and create a new one by adding a 
distinct prefix or suffix to the email address.

Example of fraudulent account data

     FIRST NAME                            LAST NAME                  EMAIL ADDRESS

Addhjhy JHUSUU CILOB43916@ABBUZZ.COM

Sdkuyuio QEIOUY IYMYQWME@SHARKMAIL.COM

Breuyeuu WIUYPI IYMYQWME@POKEMAIL.NET
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Example:

     LEAKED EMAIL OF A MEMBER                   CHANGED EMAIL ADDRESS

John.brown@gmail.com JOHN.BROWN_EBY1@GMAIL.COM

honeybun@yahoo.co.uk HONEYBUN_EBY1@YAHOO.CO.UK

bruhh@outlook.com BRUHH_EBY1@OUTLOOK.COM

 n After that, they would change the stolen loyalty account associated with the email address to the new 
one. 

 n Finally, they submitted account credentials loaded with loyalty points for sale on the dark web.

All of the above was happening in a fully automated manner via bots and scripts. Although the data breach 
did not happen from the loyalty operator system, they observed increased customer churn rate and a huge 
reputational blowback.

At Comarch, we built an AI-powered Enrollment Security service. It is trained on historical data to detect 
fraudulent new registrations or personal data changes. It analyzes each new registration or personal data 
change using an ensemble of statistical and Machine Learning natural language processing models.

SOLUTION

It is able to detect in real-time if: 

 n Personal data used for registration was synthetically generated
 n An unusual or disposable email address is used
 n There is a spike in new member registrations, which may indicate that there is a mass enrollment attack 

happening
 n There are repeated parts of personal data used during registration
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Although there are many questions about Loyalty 
Fraud, one thing is sure: it is not going away, and 
probably never will. Organizations that run large-
scale Loyalty platforms need to address loyalty 
fraud head-on if they want to protect their most 
valuable customers and their bottom line. At 
the same time, they must heed the precarious 
balance between security and high-quality 
customer experience. Simply investing in security 
mechanisms without consideration for overall 
loyalty member satisfaction may have negative 
side effects as well.

The subject of Loyalty Fraud is complex, and often 
overlooked, especially by senior managers. Only by 
providing them with proper definitions, historical 
cases, and hard numbers that prove that it can 

lead to major financial losses, is it possible to get 
enough attention and an appropriate level of 
management and organizational buy-in.

SUMMARY

This way, we can prevent new fraudulent accounts from being created and existing accounts from takeovers.

All of this requires minimal set-up and no rules to configure. The service looks at all incoming enrollments or 
personal data changes and classifies them as:

The AI Enrollment Security service can be deployed and seamlessly integrated with other Comarch or third 
party solutions using message brokers or a Web API. The entire solution can be delivered for integration tests 
within days from sharing historical data for machine models training.

 n Legitimate enrollment

 n Potentially fraudulent, 

 n Fraudulent 

 n With an explanation as to why it has been flagged as potentially fraudulent, and is then flagged for 
manual review

 n Those accounts can, for example, be allowed points accrual, but prevented from redemption before 
their status is confirmed

 n With an explanation as to why it has been flagged as fraudulent
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info@comarch.com           www.comarch.com

Comarch has over twenty years of experience in designing, implementing and integrating state-of-the art IT solutions. The most important 

aspect offered to the largest enterprises is a comprehensive suite of IT solutions and professional services, which can help to build and mana-

ge loyalty programmes, create rich consumer experiences and personalised interactions across multiple touch points, automate marketing 

processes and, finally, boost profits. Our software supports the entire loyalty value chain. Comarch has multi-industry experience, gained 

through work with over eighty clients (including airlines and other travel companies, telecoms, financial institutions, retail and consumer 

goods companies and many more) such as JetBlue Airways, London Heathrow Airport and BP. The offer also includes big data analytics and 

innovative customer engagement systems based on gamification, which increase profits and strengthen relationships between customers, 

partners and the brand.

ABOUT COMARCH


