
Comarch has introduced the possibility of using biometrics 

together with Comarch SmartCard. This will make it much 

easier to utilize the smart cards as the user will not have to 

remember the often complicated PIN.

Image 1. Using biometrics

Among others, Comarch SmartCards are used to authorize trans-

actions in the Comarch Internet Banking (CIB) system. 

The concept behind the application of biometrics in Comarch 

electronic banking focuses on the use of the fingerprint, as an 

element, which safeguards access to the private key stored 

on the smart card (equivalent of the card PIN). The fingerprint 

secures access to the whole contents of the cryptographic 

card independently of the number of keys stored on the card. 

Three access options are available:  

	 the user’s fingerprint,

	 the user’s PIN,

	 the user’s fingerprint and PIN.

It is possible to choose one of the options on the Comarch In-

ternet Banking website.

In order to utilize the user’s fingerprint to get access to the pri-

vate key, Comarch provides specially prepared smart cards. 

Apart from software that handles PKI, the cards have an ad-

ditional biometric module responsible for the secure storage 

of the fingerprint sample and for carrying out its verification. 

Thanks to the use of Match-On-Card technology, the fingerprint 

template never leaves the cryptographic card. The verification 

operation is carried out directly on the card. 

Image 2. Choosing an authentication method
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Logging in and authorization 

If the user is ascribed a method of authorization and logging in 

using biometrics, then the cryptographic component displays 

a window with information about the necessity to authentica-

te by placing the finger on the biometric reader. The user puts 

the card into the biometric reader and then places  his/her fin-

ger on the reader’s biometric sensor. A successfully completed 

fingerprint verification allows access to the private key, which 

facilitates logging in or the authorization of a transaction. Ve-

rification of the fingerprint occurs on the card itself thanks to 

Match-On-Card technology. 

If the user is ascribed a method of authorization and logging in 

using biometrics as well as the PIN,  then after entering the fin-

gerprint the user is also asked to enter the card PIN. Successful-

ly completed fingerprint and PIN verifications authenticate the 

user and allow logging in and the authorization of a transaction. 

Image 4. Logging into the system

Image 3. Transaction authorization 
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