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Infrastructure

Introduction

In the reality of today’s business, the most valuable com-
pany assets are not buildings, equipment or even the em-
ployees. Its computer datal

Every single computer and hard disk can malfunction,
be damaged or stolen. Important files and data gath-
ered within them can be irretrievably lost with no hope
of getting them back. It is hard to imagine a loss of ac-
cess to valuable data such as emails, software, finance,
personnel, inventory, as well as project and customer
databases information. For the business, the time and
cost of retrieving lost data, combined with the cost of
system stoppage can be too high. In an extreme case, if
we lose key data, it can even lead to liquidation of the
enterprise.

Thisis why itis worth maintaining the security of data,
storing it safely, securing and archiving. Comarch Back-
up, Archive and ILM Solutions are modern solutions,
which constitute a digital rescue for every company’s
critical data.
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Challenges and possibilities

Alossof key business data-e.g. contacts to key custom-  « Theft

ers, projects for new products, marketing campaigns- - Fire

can have disastrous results for the enterprise. The fac- - Accidental removal
tors causing loss of data can originate from various - Electronic crime

sources and have various forms: - Computer viruses
- Hard disk failure - Software errors
- Flooding of the building - Absence of employee loyalty

- Installation short-circuit

Abandonment
of activity

No financial loss Serious

financial loss

Minor
financial loss

Financial loss

Consequences of data loss for an enterprise
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Why backup, archiving and ILM?

BACKUP

It is a method of protecting computer data through simultaneous
creation of security copies on dedicated external large capacity

carriers. A security copy enables the retrieving of information from the
period prior to the failure’s occurrence.

. ARCHIVING
Itis a process of data stratification into active, inactive and reference
data and transferring appropriate data to the correct storage places.
Access to data divided in such a way should vary, according to its
business usefulness, e.g. transactional data will have a short access
duration and historical data-a long one.

Tomorrow may be too late to duplicate key data
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A confidential data leak represents an average expense
of $ 268 000 accounting solely for legally sanctioned
customer notifications of this fact.
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Where should backup be provided?

System Data

- Applications « Documents

- System files - Files

- Scripts - Databases

 Customers’ accounts - Everything
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CONTENT MANAGEMENT

MASS MEMORY PROTECTION

DATA MIGRATION

SECURITY LEVELS

MASS MEMORY LAYERS

PARTNERZY

Learn from the data failures that happen to other people.
You can prevent them.
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Business and Operational Benefits

Comarch, as an experienced integrator of IT systems
that has been active on the Polish market for many
years, guarantees your company:

+ Ahigher level of data security
Full data security in single server networks and multiple server networks

TCO minimization
Low exploitation costs
Management of a larger amount of data while involving fewer employees.
- Lowering the cost of ITinfrastructure through avoidance of the need to purchase
additional hardware supplies
« Reducing the time necessary to restore the system

- High reliability of process conduct
+ Guarantee of uninterrupted backup and archiving systems

RELIABILITY

Easy information management
AVAILABILITY Automated solutions requiring minimal supervision from their users
- Decrease in the duration time of access to necessary data

- Solutions which are in accordance with legal regulations concerning the time,
method and location of data storage
Simple integration with existing business processes
Integration of backup and archiving solutions in one environment

With theright backup software and technical knowledge,
you can easily duplicate your valuable security data.
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Solution/ service specification

Security solutions for data loss prevention as well as
long-term data storage are offered as part of Comar-
ch Backup, Archive and ILM Solutions. Designing and
implementing of advanced ILM (In-formation Lifecycle
Management) and HSM (Hierarchical Storage Manage-
ment) classsolutions. You receive full range of compre-
hensive services:

Sizing and selection of components, hardware and
software solutions, functional modules

Comarch’s certified and experienced consultants and
engineers design backup system solutions for an
existing infrastructure or for an infrastructure under
construction, but above all, for the business services
delivered with the use of this infrastructure. The so-
lution is optimized individually for every customer,
takingintoaccountreliability, retrieval time, number of
applications, amount of data, and backup windows
Integration with business applications and hardware
infrastructure

Adjusting the backup system to a customer’s infra-
structure and applications is guaranteed. A qualified
engineer will carry out the selection of licenses,
installation & configuration of customer software,
configuration of business applications and configura-
tion of the backup system.

Elaboration of backup procedures for COMARCH’s
own applications

The customer has a guarantee that the procedures
of copying and restoring data, duration, number,
and the sequence of backup windows for individual
systems will be elaborated comprehensively. Optimal

management of data carriers and their storage time
is guaranteed.

Backup and archiving systems projects

The systems are built on the basis of hardware de-
livered by Hewlett Packard, IBM, Seagate, TorageTek,
Tandberg, Overland, Sun Microsystems, Fujitsu Siemens,
Compag, Sony, Brocade, and software produced by
Veritas Netbackup and Backup Exec, Legato Networker,
Computer Associates, HP Omniback or on the basis of
the company’s appropriate backup system.

Audits of existing systems

Detailed efficiency audits, cost audits and security
audits are carried out. The implementation of those
solutions enables extensive savings,an improvement
inefficiency of the systems and therefore an accelera-
tion of processes in the company. Furthermore, they
contribute to theimproved security of the systems and
as a result - the security of the company’s strategic
data.

Consulting, training and maintenance services

As part of the service, Comarch assures guaranteed
response times, repairs and restoring the efficiency of
the systems. You will be provided with comprehensive
support as far as assistance, diagnostic testing and
remote or on-site repairs are concerned. Assistance
services are delivered 24h a day, 7 days a week, 365
days’ayear.

The suggested solutions and services meet the strict le-

galand formal requirements within the scope of archiv-
ing and storage of data in all institutions.

Comarch Backup, Archive and ILM Solutions prevent the
loss of valuable data, guarantee secure and long-term data
storage and optimal information lifecycle management.
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Comarch SA has a quality assurance certificate

covering:

« AllIT services delivered

- Product tradinginIT services, including those of dual
purpose with adherence to Internal Audit System
criteria.

- Operationsaimed at the maintenance of confidential
information

Archiving and backup systems are created by Comar-
ch assecurity devices protecting the customer’s IT sys-
tems from a possible failure. The archiving method in
use depends on the specificity of a concrete system
and on the needs resulting from the type of business
conducted.

Archiving and backup can be part of the outsourcing
services package provided by Comarch, in which case
the customer sections off a certain aspect of their en-
terprise activity and passes them on to Comarch. In this
case, thisis the guarantee of customer IT systems secu-
rity in the eventof a failure. Outsourcing is an excellent
method for raising the quality, optimizing the activity
and transferring the risk related to the functioning of the
ITareaonto a professional external company. It makes
it possible to reduce the costs related to the mainte-
nance of the company’s own IT resources.

Back up your critical data

Automate the process

Protect your security duplicates

Control your work while creating the duplicates

Update your security duplicates frequently

Store your old substitute duplicates

Prepare a backup strategy



Comarch’s partners in data storage
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Comarch

Comarchis the leading provider of IT business solutions
in Central Europe, which comprehensively supports cus-
tomer relationships and optimizes operational activi-
ty and business processes. The specialist knowledge,
which we pass on to our customers in the form of inte-
grated IT systems in the telecommunications, finance
services, publicadministration and SME sectors are the
chiefasset of the company. Comarch specializesin ERP,
CRM, sales support, Electronic Document interchange
and knowledge management systems, which are sup-

ported by comprehensive, professional services and ad-
vanced R&D activity. From the moment of its foundation
15years ago, Comarch developed into aninternational
network employing over 3000 senior specialists, in Eu-
rope, USA and in the Middle East. Comarch customers
include the world’s largest corporations and over 40,000
small and medium sized enterprises in Poland.

The benefits of cooperation with Comarch

Professionalism - highly qualified engineering and
managerial personnel

Experience - we have been active on the market for 15
years, we have over 2000 customers in telecommunica-
tions, finance and banking, industry, trade and services
and publicadministration and 40 000 among small and
medium sized enterprises.

Stability - we are a stable company active globally.

Contact details

In case you are interested in the offer or
have any questions, please contact us on
itservic-es_consulting@comarch.com.

Knowledge - we are a partner of the largest IT provid-
ers in the world, such as: Sun Microsystems, Hewlett-
Packard, IBM, Cisco Systems, Check Point, Juniper Net-
works, Siemens, Avaya, 3Com Corporation etc.
Development - continuous monitoring of the IT mar-
ket, solutions, costs, trends
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phone: +48 12 64 61 000
fax: +4812 6461100
e-mail: info@comarch.pl

COMARCH

Comarch Inc.

10 W 35th Street

Chicago, IL 60616

United States

phone: +1 800 786 4408
fax: +1 800 684 5916
e-mail: info@comarch.com

Comarch Software AG
Chemnitzer Str. 50

01187 Dresden

Germany

phone: +49 35132013200
fax: +4935143897 10
e-mail: info@comarch.de

Poland

Gdansk, Katowice Krakow,
Lublin, Lodz, Poznan,
Szczecin, Warsaw, Wroclaw

Belgium Brussels
France Lille
Germany Dresden,
Frankfurt/Main
Lithuania Vilnius
Panama Panama City
Russia Moscow
Slovakia Bratislava
UAE Dubai

Ukraine Kiev, Lviv

USA Chicago, Miami

WWW.services.comarch.com

www.comarch.com www.comarch.pl www.comarch.de www.comarch.ru

Comarch is a leading Central European IT business solutions provider
specializing in forging business relationships that maximize customer
profitability while optimizing business and operational processes. Comarch’s
primary advantage lies in the vast domain of knowledge accumulated in
and applied to our software products. These products incorporate highly
sophisticated IT solutions for businesses in all vertical sectors. Comarch has
amultinational network of offices employing over 3500 highly-experienced
IT specialists in Europe, the Middle East and the Americas.
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